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Per-user Web Directories Lab Setup



Enable “UserDir public_html” Directive
Enable “UserDir” support for “public_html” directory based websites so that users can access the websites in
“http://172.24.0.1/~user” format. We want “nanu” user to host his site so that others can view his site by specifying
“http://172.24.0.1/~nanu” in web browser.



Enable “UserDir public_html” Directive
Edit “/etc/httpd/conf.d/userdir.conf” file and put comment symbol before “UserDir disable” directive and uncomment
“UserDir public_html” directive. Initial and modified configuration.



Create Linux Users
Create 2 Linux users “vipin” and “nanu”.



Create Required Directory/Files
Now login as “nanu” user. Create “public_html” directory and in that directory create “index.html” file. Check the
permissions on files and directories.



Verify Access To User Website

Access web page by using “elinks --dump http://172.24.0.1/~nanu”. It is showing “don’t have permission” type
of error.



Change Home Directory Permissions

Change the permissions of “/home/nanu” directory to “711” so that “others” can enter the directory.



Again Verify Access To User Website

Now we are able to view the web page.



Checking Log Files For Troubleshooting Purposes
Apache web server keeps log files and error files in “/var/log/httpd” directory. You can view the “access_log” by
viewing “/var/log/httpd/access_log” file and “error_log” by viewing “/var/log/httpd/error_log” file. These files gives
you very useful information.

The log files are maintained in “common log format” which is standard text log format which can be analyzed by many
analyzers.


