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Host Based Security

Ivariwww/html/example firefox elinks, lynx,curl The "Require" offers different ways to
Nvariwww/html/example2 (web client/browser) restrict access to your site or portions of
varfwwwihtml/example3 (index._html) 1722401016 | your web sites. To enforce complex
b5 policy, it uses "RequireAll", "RequireAny"
172.24.0.1/16 c10._example.com and "RequireNone" directives. The
CentOS 7 e TR access can be granted/denied based on
elinks —-dump http: 240, :
- _— olinks —dumg httg://172.24.0.2 :\IID,amI\(Ieitwork, Hostname and Domain
elinks —-dump http://172.24 0.3 '
switch | | .
elinks —dump http://www.example1.com In older vers.lons- of Apache, Allow, Deny,
elinks —dump http://www.example2.com and Order directives were used.
elinks —-dump http://www.example3.com
/etc/hosts
172.24 0.1 www.example1.com www
172.24.0.2 www.example2.com www 172'24'0'2@5

172.24.0.3 i le3.
www.exampieas.com www czo_examﬂe.com

elinks,curl,lynx

]@master XHE}CH] KHE,I:ZO XI



Case 1l

Deny access to web site (www.examplel.com) on “172.24.0.1” from everywhere. Deny access to web site
(www.example2.com) on “172.24.0.2” from “172.24.0.10”, but allow from rest of the network “172.24.0.0/16". Allow

access to web site (www.example3.com) on “172.24.0.3” from everywhere. Edit the “/etc/httpd/conf/httpd.conf” file to
include “Directory” directive as given.

[root@master ~1# tail -11 /etc/httpd/conf/httpd.conf

<Di Tector}’ /var/www/html /EXﬂmp lel> Ivar/www/html/example1 ﬁrefox,e_links,lynx,curl
Require all denied Nvariwww/html/example2 (web client/browser)
</Directory> Nar/www/html/example3 (index_html)

1722401016 |

- ‘:.
<D1rectozgeéﬁ?£émi html/example2> 172 24.0.1/16 ¢10.example.com
Require ip 172.24.0.0/16 sl elinks —dump http://172.24.0.1
. Require not ip 172.24.0.10 - Vomor elinks —-dump http://172.24.0.2
. t'{’/ RequireAll> elinks —dump http://172.24.0.3
</Directory> switch
Erooigmas J‘Eer :%ﬁ _ httod Piotest web server (apache) elinks —dum;l> http://www.example1.com|
root@master service pd conrigiles elinks —~dump http://www.example2.com
?}]ggggmg[;ter ~14 elinks —dump http://www.example3.com
/etc/hosts
[root@master ~1# systemct]l reload httpd 172.24.0.1 www.example1.com www
[root@master ~1# 172.24.0.2 www.example2.com www 172.24.0.20/16 '

172.24.0.3 [ le3.
www.examples.com www c20.example.com

elinks,curl lynx




Case 1 Verify

Deny access to web site (www.examplel.com) on “172.24.0.1” from everywhere. Deny access to web site
(www.example2.com) on “172.24.0.2” from “172.24.0.10”, but allow from rest of the network “172.24.0.0/16". Allow
access to web site (www.example3.com) on “172.24.0.3” from everywhere.

[rootecl1®
[rootecl®d
[rootecl®d

wel to
[rootecl®d

~1# elinks —-dump http://www.examplel.com |head -1
Testing 123..

~1# elinks —-dump http://www.exampleZ.com |head -1
Testing 123..

~1# elinks —-dump http://www.example3.com |head -1

example3 site

~1#

[root@c20 ~1# elinks —--dump http://www.examplel.com |[head -1
Testing 123..

[root@c20 ~1#

[root@c20 ~1#

[root@c2® ~1# elinks —-dump http://www.exampleZ.com }head -1
wel to example2 site

[rootec20 ~1#

[root@c20 ~1#

[rootec20 ~1# elinks —-dump http://www.example3.com |head -1
wel to example3 site

[root@c20 ~1#



Case 2

Allow access to web site (www.examplel.com) on “172.24.0.1” from only “172.24.0.10”. Allow access to web site

(www.example2.com) on “172.24.0.2” from “172.24.0.10”, and “172.24.0.20” only.

Allow access to web site

(www.example3.com) on “172.24.0.3” from “172.24.0.0/16” network only. Edit the “/etc/httpd/conf/httpd.conf” file to

include “Directory” directive as given.

[root@master ~1# tail -13 /etc/httpd/conf/httpd.conf

<Directory /var/www/html/examplel>

: _ Nar/www/html/example1
Require ip 172.24.0.10 Nar/www/html/example2
</Directory> Nariwww/html/example3 (index_html)
<Directory /var/www/html/example2>
Require ip 172.24.0.10
Require ip 172.24.0.20 CentOS 7
</Directory> - N

<Directory /var/www/html/example3>
Require ip 172.24

</Directory>

[root@master ~1#

[root@master ~1# service httpd configtest

Syntax 0K 172.24.0.1 www.example1.com www

[root@master ~1# 172.24.0.2 www.example2.com www
[root@master ~1# systemctl reload httpd 172.24.0.3 www.example3.com www

[root@master ~1#

web server (apache)

/etc/hosts

firefox, elinks, lynx,curl
(web client/browser)

172.24.0.10/16 | |
3
c10.example.com

elinks —-dump http://172.24.0.1
elinks —dump http://172.24.0.2
elinks —dump http://172.24.0.3

elinks —-dump http://www.example1.com
elinks —-dump http://www.example2.com
elinks —-dump http://www.example3.com

172.24.0.20/16 :
>

c20.example.com
elinks,curl lynx




Case 2 Verify

Allow access to web site (www.examplel.com)
. 3 —_— . | -
[root@master ~1# elinks —--dump ht%géi’{réﬁvig}éamplei.com |head -1 on “172.24.0.1” from only “172.24.0.10”. Allow

[root@master ~1# access to web site (www.example2.com) on
[root@master ~1# elinks —--dump http://www.exampleZ.com {head -1 “172.24.0.2” from “172.24.0.10” and
Testing 123.. " ) ’ .
[rootemaster ~1# 172.24.0.20” only. Allow access to web site
[root@master ~1# elinks ——dump http://www.example3.com |head -1 (www.example3.com) on “172.24.0.3” from
wel to examnled site “172.24.0.0/16” network only.

[rootecl® ~1# elinks —-dump http://www.examplel.com }head -1
wel to examplel site

[rootecl® ~1#

[rootecl® ~1# elinks ——dump http://www.exampleZ.com |[head -1
wel to example2 site

[rootecl® ~1#

[rootecl® ~1# elinks ——dump http://www.example3.com [head -1
wel to example3 site

[root@c20 ~1# elinks —-dump http://www.examplel.com }head -1
Testing 123..

[roote@c20 ~1#

[root@c20 ~1# elinks —-dump http://www.exampleZ.com |head -1
wel to example2 site

[rootec2@ ~1#

[rootecl2® ~1# elinks —-dump http://www.example3.com |head -1
wvel to example3 site

- - e e



Case 3

Allow access to web site (www.examplel.com) on “172.24.0.1” from everywhere except “172.24.0.10”. Edit the
“/etc/httpd/conf/httpd.conf” file to include “Directory” directive as given.

[root@master ~1# tail -7 /etc/httpd/conf/httpd.conf

<Directory /var/www/html/examplel>
<RequireAll>

Require all granted
Require not ip 172.24.0.10

</RequireAll>

</Directory>
[root@master
[root@master
Syntax OK

[root@master
[root@master
[root@master

~1#
~1# service httpd configtest

~1#
~1# systemctl reload httpd
~1#

Ivarfwww/html/example1
Nvarfwww/html/example2
Narfwww/html/example3 (index_html)

172.24.0.1/16
CentOS 7

P —
- -

web server (apache)

/etc/hosts

172.24.0.1 www.example1.com www
172.24.0.2 www.example2.com www
172.24 0.3 www.example3.com www

firefox,elinks, lynx,curl
(web client/browser)

1722401016 |

c10.example.com

elinks —-dump http://172.24.0.1
elinks —dump http://172.24.0.2
elinks -dump http://172.24.0.3

elinks —dump http://www.example1.com
elinks —-dump http://www.example2.com
elinks —-dump http://www.example3.com

172.24.0.20/16 :
'

c20.example.com
elinks,curl lynx




Case 3 Verify

Allow access to web site (www.examplel.com) on “172.24.0.1” from everywhere except “172.24.0.10”.

[root@cl® ~1# elinks —-dump http://www.examplel.com }|head -1
Testing 123..
[rootecl® ~1#

[rootec2® ~1# elinks —--dump http://www.examplel.com }head -1
wel to examplel site
[root@c20 ~1#



