How to Renew and Use Renewed SSL Certificate
(Implement Secure Web Server Using Third Party Certificates)
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Warning Regarding Certificate Expiry

ZeroSSL Account
l# zerOSSL vipin2411@gmail.com

Certificate Expiring Soon: ocloud.in

This is to notify you that your certificate with the common name ocloud.in will expire in 7
days. To renew your certificate, please click the button below.

Renew Certificate

For more information about how to renew certificates on ZeroSSL, please navigate to our
Help Center.

Need assistance? Our team here at ZeroSSL is ready to help with any questions you might
have. Feel free to reach out by sending an email to support@zerossl.com.

Thank you for choosing us,
ZeroSSL Team

Help Center Account Login

Warning message regarding certificate
expiry in your mail account.



Warning Regarding Certificate Expiry

ocloud.in/ X -

&« C QO B nttps/fwww.odoud.in

Apache Web Server Running in Cloud

@ Page Info — https://www.ocloud.in/ - O X
o ti |2

General Permissions | Security
Website Identity Warning message regarding certificate
Website: .ocloud.i . . . .

cbstter - wwwecloudin » _ expiry while checking website.
Owner: This website does not supply ownership information.
Verified by:  ZeroSSL View Certificate |

Expires on:  Saturday, September 18, 2021

Privacy & History

Have | visited this website prior to today? No

Is this website storing information on my computer? No Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.

Help




Go To www.sslforfree.com For Certificate Renewal

*» SSL For Free Login X +
& X QO 8B o+ hitpsy/manage.ssiforfree.com/login 120% ¥
a SSL For Free Login  Register Login to www.sslforfree.com

Sign In

Manage your SSL certificates and get notified of certification expirations.

Email Address

vipin2411@gmail.com ‘

Password Forgot Password?



http://www.sslforfree.com/

5 ZeroSSL

4 Dashboard

sss Certificates

{) Developer

Renew Certificate

Help Center Partner Program vipin2411@gmail.com o

Draft Expiring Soon (1) Issued Pending Validation Expired Cancelled

TYPE DOMAINS STATUS EXPIRES

@& 90-DaySSL ocloud.in @ Expiring Soon Sep 17, 2021 Renew v

Warning message regarding certificate
expiry on certificate issuing website.
Click on Renew certificate.



Renew Certificate

Renew Certificate Cancel

SSL Certificate Setup

You're on your way to issuing a brand-new SSL certificate for one or multiple domains.
Before you can install your new certificate, please complete the steps below.

v~ Domains

() I need a wildcard certificate

Please enter at least one domain to secure. For single-domain certificates
the WwWWw-version of your domain will always be included at no extra charge.

Enter Domain

*.ocloud.in Q *.ocloud.in Next Step —>

> Validity

> CSR & Contact III

Unselect need a wildcard

certificate”.

> Finalize Your Order



Renew Certificate

Renew Certificate P

SSL Certificate Setup

You're on your way to issuing a brand-new SSL certificate for one or multiple domains.
Before you can install your new certificate, please complete the steps below.

v~ Domains

I need a wildcard certificate

Please enter at least cne domain to secure. For single-domain certificates

the WWw-version of your domain will always be included at nc extra charge.
III

Unselect need a wildcard
certificate”. Enter the domain for
ocloud.in 0 ocloudin 2 www.ocloud.in Wh|Ch yOU want to renew the

certificate. In our case, domain
o Add Domain 7 Y )
name is “ocloud.in”.

Enter Domains

> Validity

> CSR & Contact

> Finalize Your Order



Renew Certificate

Renew Certificate Soncel Select validity period of 90-Day.

SSL Certificate Setup

You're on your way to issuing a brand-new SSL certificate for one or multiple domains.
Before you can install your new certificate, please complete the steps below.

¢ Domains

~ Validity

You can now choose between generating 90-day or one-year certificate validity.
To keep manual work at a minimum, we recommend 1-year certificates.

° 90-Day Certificate

1-Year Certificate Next Step —>

> CSR & Contact

> Finalize Your Order



Renew Certificate

Renew Certificate —

Select default setting of Auto-
SSL Certificate Setup Generate CSR.

You're on your way to issuing a brand-new SSL certificate for one or multiple domains.
Before you can install your new certificate, please complete the steps below.

¢ Domains
@ validity

~» (SR & Contact

Before validation, we will auto-generate contact information and a CSR for your certificate.
To enter your information manually or paste an existing CSR, please uncheck the box below.

@ ) Auto-Generate CSR Next Step —>

> Finalize Your Order



Renew Certificate

~ Finalize Your Order

Based on your selection of a2 90-Day SSL Certificate you are fine staying on the Free Plan.
To create and validate your SSL Certificate, please click "Next Step” below.

@

Free

$0 / month

Selected

3 90-Day Certificates
1-Year Certificates
Multi-Domain Certs
90-Day Wildcards
1-Year Wildcards
REST API Access

Technical Support

w

Basic

$10/ month
or $8 if billed yearly

Select

90-Day Certificates
1-Year Certificates
Multi-Domain Certs
90-Day Wildcards
1-Year Wildcards
REST API Access

Technical Support

*

Premium
$50 / month

or $40 if billed yearly

Select

oo S0-Day Certificates
10 1-Year Certificates

Multi-Domain Certs

AN

oo 20-Day Wildcards
1 1-Year Wildcards
" REST API Access

' Technical Support

8

L S w 8 L

4

Business

$100 / month

or $80 if billed yearly

Select

90-Day Certificates
1-Year Certificates
Multi-Domain Certs
90-Day Wildcards
1-Year Wildcards
REST APl Access

Technical Support

Next Step —

Choose Free Plan.



Choose Domain Verification Method

Email Verification

© DONs (CNAME)

Foll h bel . .. .
O Felow the sieps beiow Select domain verification Method.
To verify your domain using a CNAME record, please follow the steps below:

1 Signin to your DNS provider, typically the registrar of your domain.
2 Navigate to the section where DNS records are managed.
3 Add the following CNAME record:
Name
_B6A1EC17B55059A682E7DC524461B4AE6.ocloud.in
Point To

8D2636FD2D950BOA744D46435DE4ACT1E7.908ABFF669E3C4B3F63554FA8SFOF30D9.fd8afdca3e5ae
e.comodoca.com

TTL

3600 (or lower)

4 Save your CNAME record and click "Next Step” to continue.

s Next St =

> Finalize



Modify CNAME Record Using GoDaddy DNS Manager

ocloud.in

Select a different domain

Records

Type Name Value TTL

A @ 52.15.85.32 1 Hour Ll’
A wWwWww 52.15.85.32 1 Hour Ll’
CNAME _b6alecl7b55059a68..  8d2636fd2d950b9a744d46435dedcle7.908..  1Hour Ll"
NS @ nsO3.domaincontrol.com 1Hour

NS @ ns04.domaincontrol.com 1Hour

SOA @ Primary nameserver: nsO3.domaincontrol.co..  1Hour

ADD



Verify Domain

Verify Domain

Verify Later

ocloud.in

Congratulations, your SSL certificate is en route! However, you need to verify ownership
of your domain before installing your certificate. Please follow the steps below.

@ Verification Method for ocloud.in

~» Finalize

Domain Verification Method Verification Status

ocloud.in DNS (CNAME)

Cancel Process & Restart

(® To start, click "Verify Domains”



Domain Verification and Install Certificate

Install Certificate Finish Later

) Congratulations, your domains have been verified. This means that our system is issuing your certificate at the moment.
This page will refresh automatically every few seconds.

ocloud.in

We've prepared installation instructions for all major server types.
To download and install your certificate, please follow the steps below:

>  Download Certificate
> Install Certificate

> Installation Complete

Looking for free, powerful SEO tools? Try our new product! Try our product :: seobase



Download Certificate

Opening ocloud.in.zip X

You have chosen to open:
¢ ocloud.in.zip
which is: Compressed (zipped) Folder (6.6 KB)
from: blob:

What should Firefox do with this file?
(O Open with Windows Explorer (default) v

Do this automatically for files like this from now on.

OK | Cancel




Issued Certificates

Certificates - .

Draft Expiring Soon (1) Issued Pending Validation Expired Cancelled

TYPE DOMAINS STATUS EXPIRES
& 90-DaySSL ocloud.in & Issued Dec 13, 2021 Install
@& 90-DaySSL ocloud.in _ Expiring Soon Sep 17, 2021 Renew v

Showing 2 results on 1 page



B SSL For Free

. ZeroSsL

Get Premium SSL

4 Dashboard

<

Certificates

Developer

After Certificate Expiry

SSL For Free is a trusted partner of ZeroSSL

Certificates

Draft Expiring Soon

TYPE

& 90-DaySSL

Issued

DOMAINS

ocloud.in

Help Center

Partner Program

Pending Validation Expired

STATUS

Q Issued

Cancelled

EXPIRES

Dec 13, 2021

Don't show again

vipin2411@gmail.com o

Install v

Showing 1 result on 1 page



After Certificate Expiry

Draft Expiring Soon Issued Pending Validation Expired Cancelled

Certificates

TYPE DOMAINS STATUS EXPIRES

& 90-DaySSL ocloud.in € Expired Sep 17, 2021 Renew



After Certificate Expiry

C ﬁ; Not Secure https://www.ocloud.in 120% ¥ I\

Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to www.ocloud.in. The website is either misconfigured or your
computer clock is set to the wrong time.

It's likely the website’s certificate is expired, which prevents Firefox from connecting securely. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.
What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it. You can notify the website’s
administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...



After Certificate Expiry

Websites prove their identity via certificates, which are valid for a set time period. The certificate for
www.ocloud.in expired on 9/18/2021.

Error code: SEC_ERROR_EXPIRED_CERTIFICATE

View Certificate

Go Back (Recommended) Accept the Risk and Continue



Certificate

ocloud.in

After Certificate Expiry

ZeroSSL RSA Domain Secure Site CA

Subject Name

Common Name

Issuer Name

Country
Organization
Common Name

Validity

Not Before
Not After

ocloud.in

AT
ZeroSSL
ZeroSSL RSA Domain Secure Site CA

Sat, 19 Jun 2021 00:00:00 GMT
Fri, 17 Sep 2021 23:59:59 GMT



After Certificate Expiry

e

o B = I8 | 4:16:46

General Media Permissions = Security

Website Identity

Website: www.ocloud.in

Owner: This website does not supply ownership information. October 2021
Verified by: ZeroSSL View Certificate Su Mo

Expires on:  Saturday, September 18, 2021
Privacy & History
Have | visited this website prior to today? No

Is this website storing information on my computer? No  Clear Cookies and Site Data

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Not Encrypted
The website www.ocloud.in does not support encryption for the page you are viewing.

Information sent over the Internet without encryption can be seen by other people while
it is in transit.

Help




@ PuTTY Configuration

Category:

Renewed Certificate Installation Hands On

[=l-Session

-~ Logging

[=- Terminal

- Keyboard

- Bell

- Features
[=-Window

- Appearance
--Behaviour

-- Translation
[+-Selection

.. Colours
[=-Connection
- Data

- Proxy
[+-SSH

- Serial

- Telnet

- Rlogin

- SUPDUP

About

Help

Basic options for your PuTTY session

Specify the destination you wantto connectto

Host Name (or IP address)

Port

52.15.85.32|

22

Connection type:

@ssH  Oserial OOther | Telnet

Load. save or delete a stored session

Saved Sessions

Default Settings

Close window on exit:

(O Never

(O Always

Load

Save

Delete

(@ Only on clean exit

Open

Cancel

@ PuTTY Configuration ? X
Category:
[)-Session { Options controlling use of colours
- Logging :
& Temminal General options for colour usage
--Keyboard [v] Allow terminal to specify ANSI colours

- Bell Allow terminal to use xterm 256-colour mode

- Features Allow terminal to use 24-bit colours
B.‘W-I»Towgarance Indicate bolded text by changing:
FRer (O The font (@ The colour (O Both
--Behaviour :
TrsRElR [ ] Attemptto use logical palettes
i) Selection Use system colours
- Colours
- Connection Adjustthe precise colours PuTTY displays
- Data Select a colour from the list, and then click the Modify button
- Proxy to change its appearance.
[+-SSH Select a colour to adjust RGB value:
- Serial Default Foreground A
Red
- Telnet Default Bold Foreground © [:I
- Rlogin Default Background Green
- SUPDUP Default Bold Background
Cursor Text Blue
Cursor Colour .
ANSI Black b Modify
| About Help Open Cancel




Renewed Certificate Installation Hands On

@ PuTTY Configuration

Category:
=-Session Data to send to the server
. ‘~Logging . .

=) Terminal Login details
Keyboard Auto-login username ec2-user
?ee!tu,es When username is not specified:

& Window @Prompt (O Use system username (vipin)
-~ Appearance Terminal details
- Behaviour
Translation Terminal-type Stfing xterm

~Select|on Terminal speeds 38400.38400

- Colours

- Fae o Environment variables
- Data
- Proxy Variable Add

[+-SSH , :
. Soii) Value Remove
- Telnet :
- Rlogin
- SUPDUP
About Help Open Cancel

@ PuTTY Configuration ?
Category:
--Logging A Options controlling SSH authentication
=- Terminal
- Keyboard Display pre-authentication banner (SSH-2 only)
- Bell [ ]Bypass authentication entirely (SSH-2 only)
i [ ] Disconnect if authentication succeeds trivially
=-Window
----Appea.rance Authentication methods
'IB'?ah:s\:;c;il:)rn Attempt authentication using Pageant
id-Selectioh (] Attempt TIS or CryptoCard auth (SSH-1)
- Colours Attempt "keyboard-interactive" auth (SSH-2)
=}-Connection o
Data Authentication parameters
-~ Proxy []Allow agent forwarding
& SS:’(’ [ ] Allow attempted changes of username in SSH-2
- Kex - S
- Hostkeys Private key file for authentication:
- Cipher C:\Users\vipin\Desktop\vipin\vipingupta.ppl| | Browse...
[+-Auth
~TTY
- X1
- Tunnels
- Bugs
- More bugs v
At;out \ | rHeIp 7 Open 7Cancel



#R PuTTY Configuration ?
Category:
=) Terminal A Configure the appearance of PuTTY's window
gij’lboard Adjustthe use of the cursor
.. Features Cursor appearance:
- Window (@ Block (O Underline (O Vertical line
.. Appearance [ ] Cursor blinks
- Behaviour .
- Translation Font settings
(- Selection Fontused in the terminal window
- Colours )
=-Connection Font Courier New, 18-point Change...
~Data [ ] Allow selection of variable-pitch fonts
- Proxy o
= SSH Font quality:
e (O Antialiased (O Non-Antialiased
- Hostkeys (O ClearType (@ Default
- Cipher : .
- Auth Adjustthe use ofthe mouse pointer
~TTY []Hide mouse pointer when typing in window
- X11
Tl Adjust the window border
- Bugs Gap between text and window edge: \:l
--More bugs K lih ok
o o []Sunken-edge border (slightly thicker)
About Help Open Cancel

Renewed Certificate Installation Hands On

EP ec2-user@ip-172-31-10-197:~

Using username "ecZ-user".

Authenticating with public key "imported-openssh-key"
4 05:10:25 2021 from 157.39.223.250

Last login: Sat Sep

Amazon Linux 2 AMI

https://aws.amazon.com/amazon-linux-2/
[ec2-user@ip-172-31-10-197 ~]$ pwd
/home/ec2-user
[ec2-user@ip-172-31-10-197 ~]$ 1s
domain-verification.rtf index.html
[ec2-user@ip-172-31-10-197 ~]1$
[ec2-user@ip-172-31-10-197 ~]$ I

ocloud.in.zip



Renewed Certificate Installation Hands On

@ ec2-user@ip-172-31-10-197:~

[ec2-user@ip-172-31-10-197 ~]$ 1s
domain-verification.rtf index.html ocloud.in.zip
[ec2-user@ip-172-31-10-197 ~]$
[ec2-user@ip-172-31-10-197 ~]$ rm -f ocloud.in.zip
[ec2-user@ip-172-31-10-197 ~]$
[ec2-user@ip-172-31-10-197 ~]$ 1s
domain-verification.rtf 1ndex.html
[ec2-user@ip-172-31-10-197 ~]18$



Renewed Certificate Installation Hands On
R Lo |

w New Site Session
bitcoin-core-vm Eile protocol:
L C7-iot ‘ . .re
= SFTP v Use WinSCP to upload certificate
Host name: Port number: to AWS EC2 Instance.
52.15.85.32 I 222
User name: Password:
‘ecz-user | | |
Save Iv Advanced... |w
Advanced Site Settings ? X
Environment [ ] Bypass authentication entirely
- Directories
- Recycle bin Authentication options
- SFTP [v] Attempt authentication using Pageant
- Shell
Connection Attempt 'keyboard-interactive' authentication
- Proxy I Respond with password to the first prompt
- Tunne
SSH Attempt TIS or CryptoCard authentication (SSH-1) —
.- Key exchange Eelp
“| | -~ Authentication Authentication parameters p——
-- Bugs :
| | note [ ] Allow agent forwarding

Private key file:

k::\Users\vipin\Desktop\vipin\vipingupta.ppk




Renewed Certificate Installation Hands On

ec2-user@52.15.85.32 X

@ Searching for host...
Connecting to host...

Use WinSCP to upload
certificate to AWS EC2

Authenticating...
Instance.

Using username “ec2-user”.
Authenticating with public key “imported-openssh-key".
Authenticated.

Starting the session...



Renewed Certificate Installation Hands On

'ﬂ, domain-verification - ec2-user@52.15.85.32 - WinSCP = O X
- Local Mark Files Commands Session Options Remote Help

[ & £3 Synchronize @ & @ = Queue ~ - Transfer Settings Default - @~

ec2-user@52.15.85.32 [ New Session
- [ Desktop EF AR |Thie- v - | ec2-user ~EE:E @ADL | K FindFiles Ty i@= - v
E [ﬁ Upload ~ E/j’ Edit ~ Ef Properties @ %] : E] E] s Download ~ * Edit + X LS Properties @ Ei} 5 ‘E
C:\Users\vipin\Desktop\apache-web-server\domain-verification /home/ec2-user

Name h Size Type Changed| | Name a Size Changed Rights Owner
- . Parent directory 9/14/202| | + . 8/8/2021 3:18:42 PM FWXr-Xr-X root

= domain-verification.rtf 1 KB Rich Text Document 9/14/202|| =) domain-verification.rtf 1KB 6/19/2021 12:36:13 PM rwW-rw-r-- ec2-user
f Zégg[ggg_,jg:gipj 7KB Compressed (zipp.. 9/14/202 index.html 1KB 9/2/2021 7:54:38 PM W-rw-r-- ec2-user

Use WiInSCP to upload certificate
to AWS EC2 Instance.



Renewed Certificate Installation Hands On

"8, domain-verification - ec2-user@52.15.85.32 - WinSCP

Use WiInSCP to upload certificate to AWS EC2 Instance.

— O
- Local Mark Files Commands Session Options Remote Help
[ & £3 Synchronize e P @ 5 Queue v - Transfer Settings Default - &~
ec2-user@52.15.85.32 [ New Session
I Desktop = A E--AETER TR ec2-user = D 2 [, FindFiles | T v
" B3 Upload ~ [ Edit ~ & L7 [ Properties £ 3 - [+] |~ [V] s Download * edit ~ ¥ L7 [ properties |ES [ V]
C:\Users\vipin\De che-web-server\domain-verification /home/ec2-user
Name - Size Type Changed || Name Size Changed Rights Owner
£ . Parent directory 9/14/202| | + . 8/8/2021 3:18:42 PM TWXTr-Xr-X root
| domain-verification.rtf 1 KB Rich Text Document 9/14/202|| = domain-verification.rtf 1KB 6/19/2021 12:36:13 PM rw-rw-r-- ec2-user
@ ocloudmzup 7KB Compressed (zipp.. 9/14/202|| B index.html 1KB 9/2/2021 7:54:38 PM rw-rw-r-- ec2-user
@ ocloud.in.zip 7KB 9/14/2021 7:58:20 AM rw-rw-r-- ec2-user



Renewed Certificate Installation Hands On

EP ec2-user@ip-172-31-10-197:~

[ec2—user@ip-172-31-10-197 ~]$ 1ls
domain-verification.rtf 1index.html ocloud.in.zip
[ee2-user@ip—172-31-10~197 =]%
[ec2—ise¥Y@ip—172-31-10-197 ~]8 vnzip oecloud.in.zip
Archive: ocloud.in.zip

extracting: certificate.crt

extraeting: ca bundle.ert

extracting: private.key

[ec2—userRip—172-31-10-197 ~]3
[ec2—user@ip-172-31-10-197 ~]$ 1s

g bupndle.ert domain-verification.rtf ocloud.in.zip
certificate.crt index.html private. key
[ec2—user@ip—172-81-10-197 ~]%

Unzip certificate file.



Move Certificate Files and Private Key

@' root@ip-172-31-10-197:/home/ec2-user - O
[ec2-user@ip-172-31-10-197 ~]$ sudo -s

[root@ip-172-31-10-197 ec2-user]#

[root@ip-172-31-10-197 ec2-user]# pwd

/home/ec2-user

[root@ip-172-31-10-197 ec2-user]# mv ca bundle.crt certificate.crt /etc/pki/tls/certs/
mv: overwrite ‘/etc/pki/tls/certs/ca bundle.crt’? y

mv: overwrite ‘/etc/pki/tls/certs/certificate.crt’? y

[root@ip-172-31-10-197 ec2-user]#

[root@ip-172-31-10-197 ec2-user]# mv private.key /etc/pki/tls/private/

mv: overwrite ‘/etc/pki/tls/private/private.key’? vy

[root@ip-172-31-10-197 ec2-user]#

Move Certificate Files and Private Key. Enter ‘y’ on getting overwrite
messages.



Restart Apache

@' root@ip-172-31-10-197:/home/ec2-user

[root@ip-172-31-10-197 ec2-user]# 1s
domain-verification.rtf index.html ocloud.in.zip
[root@ip-172-31-10-197 ec2-user]#

[root@ip-172-31-10-197 ec2Z2-user]# systemctl restart httpd
[root@ip-172-31-10-197 ec2-user]#



Verify

— C O 8 https://www.ocloud.in — C O B8 https://ocloud.in

Apache Web Server Running in Cloud Apache Web Server Running in Cloud

@& Page Info — https://ocloud.in/ - O X

@ Page Info — https://www.ocloud.in/ — O X
2 = 8
; v N, | o~ (==
‘n‘ + @ IT=§ 0 + - =
o feci - General  Permissions = Security
General  Permissions  Security = - -

Website Identity Website Identity
Website: www.ocloud.in Website: ocloud.in
Owner: This website does not supply ownership information. Owner: This website does not supply ownership information.
Verified by:  ZeroSSL View Certificate Verified by: ZeroSSL _ View Certificate .
Expires on:  Tuesday, December 14, 2021 Expires on:  Tuesday, December 14, 2021
Privacy & History Privacy & History
Have | visited this website prior to today? No Have | visited this website prior to today? No
Is this website storing information on my computer? ~ No  Clear Cookies and Site Data Is this website storing information on my computer?  No | Clear Cookies and Site Data
Have | saved any passwords for this website? No View Saved Passwords Have | saved any passwords for this website? No View Saved Passwords
Technical Details

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.
Encryption makes it difficult for unauthorized people to view information traveling between

computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Encryption makes it difficult for unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the
network.

Hel
P Help




