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View Critical Settings in “ssl.conf”

[root@master ~1# cd /etc/httpd/conf.d/
[root@master conf.dl#

[root@master conf.dl# pwd
/etc/httpd/conf.d

[root@master conf.dl#

[root@master conf.dl#f ls

autoindex.conf php.conf README ssl.conf wuserdir.conf welcome.conf

[root@master conf.dl#

[root@master conf.

total 32

-rw-r——r—-— 1 root
-rw-r——r-— 1 root
-rw-r——r—-- 1 root
-rw-r--r-- 1 root
-rw-r——r—-- 1 root
-rw-r--r-- 1 root

[root@master conf.
[root@master conf.

dl# ls -1

root 2926 Nov 16 21:48
root 691 Apr 1 2020
root 366 Nov 16 21:49
root 9443 Nov 16 20:14
root 1248 Jan 9 16:50
root 824 Nov 16 20:14
dl#

dl# cat ssl.conf |grep

autoindex.conf
php.conf
README
ssl.conf
userdir.conf
welcome.conf

*SSLCertificate

SSLCertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

[root@master conf.

dl#

By default, “/etc/httpd/conf.d/ssl.conf” contains information certificate file “localhost.crt” and private key file

“localhost.key” .



Verify Packages & Create Private Key

[root@master conf.dl# rpm -q openssl
openssl-1.0.2k-21.el17_9.x86_64

[root@master conf.dl#

[root@master conf.dl# rpm -q mod_ssl
mod_ssl-2.4.6-97.el7.centos.x86_64

[root@master conf.dl#

[root@master conf.dl# openssl genrsa -out master.key 1024
Generating RSA private key, 1024 bit long modulus
.......... +4++++

..... ++++++

e is 63537 (0x10001)

[root@master conf.dl#

[root@master conf.dl¥# ls

autoindex.conf master.key php.conf README ssl.conf userdir.conf welcome.conf
[root@master conf.dl#

[root@master conf.dl# ls -1

total 36
-rw—-r——r—— 1 root root 2926 Nov 16 21:48 autoindex.conf
-rw-r——-r—— 1 root root 891 Jan 10 11:57 master.key
-rw-r--r-— 1 root root 691 Apr 1 2020 php.conf
-rw-r——-r-— 1 root root 366 Nov 16 21:49 README
-rw—-r——r—-— 1 root root 9443 Nov 16 20:14 ssl.conf
-rw-r—-r—-— 1 root root 1248 Jan 9 16:50 userdir.conf

1 root root 824 Nov 16 20:14 welcome.conf

-rw-r—-r—-—

Create private key “master.key” by using “openssl”.



View Private Key

[root@master conf.dl# cat master.key

————— BEGIN RSA PRIVATE KEY-——--
MIICXgIBAAKBgQDTxgErG1YP67/C0gdMy99HIwbo1Keo2 IBhS7X1iuZhrFKg9bEf
Z1kudM620 |DY2U3DAXTkc ZuLW305M7F 7uQNcF I 7Wc FH3GtgZwI9GS 1xoRUrzp 1 f6Y
2qvicQHGLaHvZPIYgTHb66hd0Kufmk160eY8fblel IEtPh2/PuliSuudQVQIDAQAB
AoGBAKKItn7a]Sxk+LFSty2Wz1CRZGkwRYmMP7N8v14CTO0YunUWeeCgoaaFpYWIpS5
AZqc9VS0en2WQBYtoqcecLaK2XatSMbSsuaYgFXAdT JzenRNLPr@SLh2BXis ] aZGvbe
oKwDAD+bFdsqTuaYiMeE2I5/vwpUYhkGeZSSWCht 1 ChX0asFAKEA8gnKSNPkePM4
68Mx1F/rnLMEYpkwiA7LxbMCnNPUY1tgGHeZLohp] ZuluLIqWv+H7De9M4OBZ jJET
49ymyq01 1w]BAN/9S1amFGOL8JRSY7xPLOLS1q782SDTy WXy X/ OkHNACtU4L3gG
Ad68MY a3mbEKgF s6p0c jCsbYuCwvZFXBLVMCQQDYVdtzSLigqpBhnl 1e@PoTGRvxv
GTw3QxBkSGRBfHGi 0eyepSxp9dUGXgSPFpNUT Imac+3iMNI zF sW8CThxMTMxAkBr
1WY3huc j8ZgV8sbYPorzRDulYNcrXauxHcONQ/FTCMURY2ZK8yF tWM6r /+ THAKIC
mh4PhKhIiMd]x1sYidOPAKEAr fd80UiEQZI9WH1AsZYfBSugTvzdf IkYcLt2whaEc
Pkulx+ZF10rgV/AVpYArL2qQfeWgAoEacGHVFAD1 TAddzg==

————— END RSA PRIVATE KEY—-———-



Create Self Signed Certificate

[root@master conf.dl# openssl req —-new -key master.key -out master.crt -x509
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ?.”, the field will be left blank.

Country Name (2 letter code) [XXI:IN

State or Province Name (full name) [l:Punjab

Locality Name (eg, city) [Default Cityl:Chandigarh

Organization Name (eg, company) [Default Company Ltdl:U-Net Solutions
Organizational Unit Name (eg, section) [1:IT

Common Name (eg, your name or your server’s hostname) []:www.example.com
Email Address [l:admin@example.com

[root@master conf.dl#

Create self signed certificate “master.crt” by using “openssl”.



Locate Certificate File & Private Key

[root@master conf.dl# ls
autoindex.conf master.crt

[root@master
[root@master
total 40

-TW===1== 1
-TW=r==1== 1
-TW=r==1=-= 1
—-rW=1==7-= 1
=t W= 1
—PW-——t—-— 1
-rW—r=—1-- 1
o Sl |
[root@master

conf.
conf.

root
root
root
root
root
root
root
root
conf.

dl#

dl# ls -1

root
root
root
root
root
root
root

root
d1#

2926
1094
391
691
366
9443
1243
324

master

Nov 16
Jan 10
Jan 10

Nov 16
Nov 16
Jan 9
Nov 16

.key php.conf README

21:48
12:09
11: 57

2020
21:49
20:14
16: 50
20:14

autoindex.conf
master.crt
master.key
php.conf
README
ssl.conf
userdir.conf
welcome.conf

The certificate file and private key are in “/etc/httpd/conf.d/” directory.

ssl.conf



View Contents of Certificate File

[root@master conft.dl# cat master.crt

MIIC/DCCAmMWgAwWIBAgI JAInaiS7pFTAfMAOGCSqGS Ib3DQEBCWUAMI GWMQswCQYD
VQQGEw] J T jEPMAOGATUECAwWGUHY uamF iMRMwEQYDYQQHDApDaGFuZGlnYX] oMRgw
FgYDVQQKDA9VLUS1dCBTbh2x1dG1vbnMxCzA BgNVBAsMAk 1 UMRgwF gYDVQQDDA93
d3cuZXhhbXBsZSS jb20x1DAeBgkghk i GOwWOBCQEWEWFkbW 1 uQGV4YW1wbGUuY29t
MB4XDT IXMDEXMDA2Mzk yOF oXDT IxMD IwOTA2Mzk yOF owg ZYxXCzAJBgNVBAYTAk 1 0
MQBwDQYDVQQIDAZQAWSqYWIXEZARBgNYBACMCkNoYWSk aWdhemgxGDAWBgNYBAOM
D1UtTmVOIFNvbHY0aW9uczELMAk GA1UECwwCSYQxGDAWBgNYBAMMD3d3dy51eGFt
CGXILmNvbTEgGMBAGCSqGS Ib3DQEJARYRYWRtaWSAZXhhbXBsZSS jb20wgZ8wDQY |
KoZIhvcNAQEBBQADgY@AMI GJ AoGBANPGASsbVg/rv8LSB0zL30f 3Bu jUp6 jaUGFL
t fWKSmGsUqD1 sROMWS7kzr YAKN jZTcMBAORxm4 th f TkzsXuSA1wU jtZwUfca2BnD
OZKXGhFSvOmY /p jaq/hxAcYtoe9k8hiBMdvrgF04qS5+aTXrRS jx9uVeUgSO+Hb8+
7hK671BYAgMBAAG jUDBOMBOGA1UdDgQWBBRngSY2LN98yNqHeYt4nQn@ZtMLyTAf
BgNVHSMEGDAWgBRmgSY2LN98yNgHe Yt 4nQn@Z tMLyTAMBgNVHRMEBTADAQH/MAOG
CSqGSTb3DQEBCWUAALGBAMY2f /rGnpkLy13ThrLZIU/1azdDwoDuiDW2MQHH7vUG
lqleV42uq+211Az24gsvtAzuoFmlXSZpFcdVoU/ i Xau8Tox6VhSYOGYPL1B/WS9D
Gk YFdzxAkk51kBwV3Ci8Y7EBK8GM77xtL jb0SQDw1v7f1d2p1/TFPLzf8pWAC/S
————— END CERTIFICATE—-———-

[root@master conf.dl#



Move Certificate File & Private Key

[root@master conf.dl# ls -1 /etc/pki/tls/certs/

total 16

lrwxrwxrwx 1 root root 49 Jul 12 09:45 ca-bundle.crt -> /etc,
m

lrwxrwxrwx 1 root root 35 Jul 12 09:45 ca-bundle.trust.crt -
dle. trust.crt

—PW——————— 1 root root 1452 Jan 7 13:40 localhost.crt
-rwxr-xr-x 1 root root 610 Dec 17 02:54 make-dummy-cert
-rw-r—-r-- 1 root root 2516 Dec 17 02:54 Makefile

-rwxr-xr-xX 1 root root 829 Dec 17 02:54 renew-dummy-cert
[root@master conf.dl#

[root@master conf.dl# ls -1 /etc/pki/tls/private/

total 4

—PW——————— 1 root root 1679 Jan 7 13:40 localhost.key
[root@master conf.dl#



Move Certificate File & Private Key

[root@master conf.dl# mv master.crt /etc/pki/tls/certs/
[root@master conf.dl#

[root@master conf.dl# mv master.key /etc/pki/tls/private/
[root@master conf.dl#

[root@master conf.dl# ls /etc/pki/tls/certs/
ca-bundle.crt localhost.crt Makefile renew—dummy-cert
ca-bundle.trust.crt make-dummy-cert master.crt
[root@master cont.dl#

[root@master conf.dl# ls /etc/pki/tls/private/
localhost.key master.key

[root@master conf.dl#

Move certificate file and private key to proper directories.



Modify “ssl.conf”

[root@master conf.dl# cat ssl.conf |(grep "SSLCertificate
SSLCertificateFile /etc/pki/tls/certs/master.crt
SSLCertificateKeyFile /etc/pki/tls/private/master.key
[root@master conf.dl#

[root@master conf.dl# systemctl restart httpd
[root@master conf.dl#

Modify “ssl.conf” and restart web server.



Verify “https” Access

[rootecl® ~1# openssl s_client -connect www.example.com:443 |head -6
depth=0 C = IN, ST = Punjab, L = Chandigarh, 0 = U-Net Solutions, OU = IT, CN
ess = admin@example.com

verify error:num=18:self signed certificate

verify return:1

depth=0 C = IN, ST = Punjab, L = Chandigarh, 0 = U-Net Solutions, OU = IT, CN = www.example.com, emailAddr
ess = admin@example.com

verify return:1

CONNECTED (00000003)

www.example.com, emailAddr

Certificate chain
0 s:/C=IN/ST=Punjab/L=Chandigarh/0=U-Net Solutions/OU=IT/CN=www.example.com/emailAddress=admin@example.co
m
i:/C=IN/ST=Pun jab/L=Chandigarh/0=U-Net Solutions/OU=IT/CN=www.example.com/emailAddress=admine@example.co
m

[rootecl® ~1& _

Use “openssl s_client” to test https web server.



Verify “https” Access

[root@cl® ~1# elinks —-dump https://www.example.com

ELinks: SSL error

[rootecl® ~1#

[root@c1® ~1# curl https://www.example.com

curl: (60) Peer’s certificate issuer has been marked as not trusted by the user.
More details here: http://curl.haxx.se/docs/sslcerts.html

curl performs SSL certificate verification by default, using a "bundle"
of Certificate Authority (CA) public keys (CA certs). It the default
bundle file isn’t adequate, you can specify an alternate file

using the --cacert option.

If this HTTPS server uses a certificate signed by a CA represented in
the bundle, the certificate verification probably failed due to a
problem with the certificate (it might be expired, or the name might
not match the domain name in the URL).

If you’d like to turn off curl’s verification of the certificate, use
the -k (or --insecure) option.
[rootecl® ~1#

Use “elinks” and “curl” to test https web server.



Verify “https” Access

[rootecl1@® ~1# curl -k https://www.example.com
101 marketing 30000 <br />102 sales 25000 <br />103 production 12000 <br />104 cs 20000 <br />
#

Use “curl” to test https web server.



Verify “https” Access

[rootec1@® ~1# cat /etc/elinks.conf |grep cert_verify
## connection.ssl.cert_verify [0]1]

set connection.ssl.cert_verity =1
[root@cl® ~1#

[rootecl1® ~1# vi /etc/elinks.conf

[rootecl1® ~1# cat /etc/elinks.conf |grep cert_verify
## connection.ssl.cert_verify [0]1]
set connection.ssl.cert_verify = 0
[rootecl® ~1#
[rootecl1® ~1# elinks —-dump https://www.example.com
101 marketing 30000
102 sales 25000
103 production 12000
104 cs 20000

Use “elinks” to test https web server.



Using GUI Mode To Verify “https” Access

[rootBclient31 " 1# ifconfig ethB ihead -2
ethB Link encap:Ethernet HUWaddr 88:8C:29:5E:18:AA

inet addr:172.24.8.31 Bcast:172.24.255.255 Mask:255.255.08.0
[root@client31l " 1#

[rootBclient31 T 1# tail -1 setc/hosts

172.24.8.1 www.example.com www
[rootBclient31l " 1#

Use “firefox” to test https web server.



Using “Firefox” Browser To Verify “https” Access

tps://www.example.com v §| [‘!V

&

This Connection is Untrusted

You have asked Firefox to connect securely to www.example.com, but we can't confirm
that your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

| Get me out of here! |
Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

| Add Exception... |

Use “firefox” to test https web server.

¥) Add Security Exception

Legitimate banks, stores, and other public sites will

ﬁ You are about to override how Firefox identifies this site.
not ask you to do this.

Server

Location: |https://www.example.com/ | ‘ Get Certiﬁcate}[

Certificate Status

This site attempts to identify itself with invalid
information.

Unknown Identity

\ View... \

Certificate is not trusted, because it hasn't been verified by a
recognized authority.

Confirm Security Exception Cancel




Using “Firefox” Browser To Verify “https” Access

pe
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101 marketing 30000
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104 cs 20000

Use “firefox” to test https web server.

Page Info - https://www.example.com/

' General Permissions | k

Website Identity
Website: www.example.com
Owner: This website does not supply ownership information.
Verified by: U-Net Solutions

View Certificate

Privacy & History
Have | visited this website prior to today? No

Is this website storing information
(cookies) on my computer?

Have | saved any passwords for this
website?

No ! View Cookies |

No View Saved Passwords |

Technical Details
Connection Encrypted: High-grade Encryption (AES-256, 256 bit keys)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it very difficult for unauthorized people to view information
traveling between computers. It is therefore very unlikely that anyone read this page
as it traveled across the network.



Using “Firefox” Browser To Verify “https” Access

Certificate Viewer:"www.example.com"

General|| Details |

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)
Organization (O)
Organizational Unit (OU)
Serial Number

Issued By

Common Name (CN)
Organization (O)
Organizational Unit (OU)
Validity

Issued On

Expires On

Fingerprints
SHAL1 Fingerprint
MDS5 Fingerprint

www.example.com

U-Net Solutions

IT
00:89:DA:8B:9E:E9:15:30:1F

www.example.com
U-Net Solutions
IT

01/10/2021
02/09/2021

OF:7C:A2:69:CD:9F:92:4C:8E:9F:97:AB:1C:89:B4:8D:F7:72:09:EC
7A:08:31:2C:E7:B2:E0:05:67:4D:7A:AD:F8:27:62:D3

Use “firefox” to test https web server.
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#% Memory 2GB
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