
Implement Secure Apache Server
(Implement https)

Vipin Gupta
BE,RHCE,CEH,CCNA,MCSE,MCSA Mobile: 93563-10379

www.linuxexpert.invipin2411@gmail.com



Lab Setup



View Critical Settings in “ssl.conf”

By default, “/etc/httpd/conf.d/ssl.conf” contains information certificate file “localhost.crt” and private key file
“localhost.key” .



Verify Packages & Create Private Key

Create private key “master.key” by using “openssl”.



View Private Key



Create Self Signed Certificate

Create self signed certificate “master.crt” by using “openssl”.



Locate Certificate File & Private Key

The certificate file and private key are in “/etc/httpd/conf.d/” directory.



View Contents of Certificate File



Move Certificate File & Private Key



Move Certificate File & Private Key

Move certificate file and private key to proper directories.



Modify “ssl.conf”

Modify “ssl.conf” and restart web server.



Verify “https” Access

Use “openssl s_client” to test https web server.



Verify “https” Access

Use “elinks” and ”curl” to test https web server.



Verify “https” Access

Use ”curl” to test https web server.



Verify “https” Access

Use “elinks” to test https web server.



Using GUI Mode To Verify “https” Access

Use “firefox” to test https web server.



Using “Firefox” Browser To Verify “https” Access

Use “firefox” to test https web server.



Using “Firefox” Browser To Verify “https” Access

Use “firefox” to test https web server.



Using “Firefox” Browser To Verify “https” Access

Use “firefox” to test https web server.


